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Course Description:
We provide an 8-hour class for law enforcement agencies which will provide information on the best practices for the seizure and retention of digital devices as it relates to cellular telephones (cell phones), tablets, drones, and other types of electronic devices and electronic components.
Course Activities:
In this 8-hour course, several learning activities will be utilized, such as pre-class survey, interactive video scenarios, case studies, classroom discussion, group discussion, question and answer.
Assessment of Student Learning:
Student learning will be assessed by the learning activities listed above. (indicate all techniques used):

Oral Exam

Pre Test

Exercise/Activities

Course Goal: To provide the audience with the necessary skills to properly seize electronic devices as evidence and to address the unique retention / storage issues associated with these devices.
Objective #1: The students will recognize the different types of electronic devices and understand each type of device has its own best practices collection procedure.
Objective #2: The students will develop an electronic device seizure methodology based on evidence collection best practices discussed in this course.
  
	Resources required for this module: (All resources required to deliver this module of instruction)
· Computer
· Wi-Fi access
· Digital Notes page

	Course content

	1. Introduction?
A. Precourse work

1. Survey on topics for the class

2. Research applicable laws in state of agency

3. Research policy and procedures of digital evidence recovery

B. What does the term ‘Best Practices’ mean?
1. Method or Technique
2. Accepted as superior to alternatives.
3. the standard way to comply with a legal / ethical requirement - Wikipedia
C. Digital Evidence Best Practices goals?
1. Maintain evidence integrity
2. Maximizing the data recovered
2. Devices discussed in class?
A. Cellular telephones (Cell phones)
1. iOS based 

2. Android based

3. All others

B. Tablets (Wi-Fi / cellular based devices)
1. iOS based 

2. Android based 
3. All others

C. Drones
D. Other electronic devices

E. MicroSD / Secure Digital media cards

F. Damaged cell phones / tables

3. What devices not discussed in class?

A. USB thumb drives
B. Computers / laptops
C. Gaming consoles
4. Know Your State Laws
A. In California: PC1546.1(c) lists the requirements for Law allowing Enforcement to legally interact with the device and physically obtain user information from the device.
B. Placing the cell phone / tablet into ‘Airplane Mode’ requires the user to physically interact with the device.
C. Does this interaction violate PC 1546.1(c)?

1. Not for class debate, the instructor not an attorney.
2. Students consult your District Attorney’s Office for guidance.

D. Best Practices procedures, at least the handling and securing of digital devices should be reviewed / approved by your District Attorney’s Office.
II. Scene Documentation
A. Follow your department’s SOP ‘bag & tag’ procedures (which should include).
1. Photograph scene
2. Document evidence item number
3. Document case number
4. Document Date / Time
5. Document evidence collected by.
6. Document a description of the device
a. Include serial number / IMEI number / MEID number
7. Document location of collection
8. Document type of offense

9. Document Victim / Suspect

B. Cellular Telephones – a.k.a: Cell Phones
1. Basic components of a cell phone

a. Display.
b. Camera(s).
c. Battery.
d. SIM Card – (Subscriber Identity Module).
e. USB Connector / Charging port.
f. Cellular communication capabilities.
g. Wi-Fi capabilities.
h. Bluetooth capabilities.
i. Near Field Communication (NFC) capabilities.
j. Separate antennas for each communication capabilities.
k. Removable storage media.  Not always present.
2. Cell phone components / systems that required isolation when seized
a. Cellular
b. Wi-Fi
c. Bluetooth
d. NFC?
3. Methods used to block cell phone RF signals
a. Faraday tent.
b. On-site triage
c. Faraday bag / Faraday fabric sheet
d. Cellular jammer.
1. Might be illegal to operate in most circumstances.

e. Aluminum foil.
f. Clean paint can.
g. Remove SIM card.
1. Only disables GSM signal.  Will not turn off CDMA cellular signals, Bluetooth, or Wi-Fi signals.

h. ‘Airplane Mode’

1. May not turn off Bluetooth or Wi-Fi signals.

4. Best Practices for Mobile iOS Devices
a. SWGDE Preservation Process & flowchart for iOS devices
b. Draft version: 1.2 dated January 16, 2020
c. Discuss flowchart process steps with students.
5. Best Practices for Mobile Android Devices
a. SWGDE Preservation Process & flowchart for Android devices
b. Draft version: 1.2 dated January 16, 2020
c. Discuss flowchart process steps with students.
III. Tablets
A. Basic components of a tablet
1. Display.
2. Camera(s).
3. Battery.
4. SIM Card

a. If device has cellular capabilities.

5. USB Connector / Charging port.
6. Wi-Fi capabilities.
7. Bluetooth capabilities.
8. Near Field Communication (NFC) capabilities.
9. Separate antennas for each communication capabilities.
10. Removable storage media

a. Not always present.

B. Major difference between a tablet and a cell phone.
1. Construction.
2. Size.

3. Internal operation.

a. None.

4. Both devices capable of making phone calls.

5. Both devices capable of sending text messages.

6. Both devices capable of connecting to the internet.

7. All tablets have Wi-Fi capabilities.
8. Some tablets have cellular capabilities; however, this will require a SIM card and the user to have a data plan from a wireless provider.
C. Best Practices for iOS Tablet Preservation
1. Follow the same process as for iOS cell phones.
D. Best Practices for Android Tablet Preservation
1. Follow the same process as for Android cell phones.
IV. MicroSD / Secure Digital Cards

A. Types of Media Cards
1. Secure Digital (SD)

a. Found typically in digital video camcorders, digital cameras, computers / laptops, etc.
2. MicroSD

a. Found typically in cell phones and hand held devices.

3. MultiMediaCard (MMC)
a. These are used as an alternative to SD cards.

4. Memory Stick Duo Memory Card
a. Used typically by Sony cameras.

5. CF or Compact Flash

a. Typically found in early digital cameras.

B. Seizure
1. If card is being used by an electronic device, follow storage procedures for that device.
2. Do Not remove media card from electronic device

3. If the media card is an individual piece of evidence.

a. Do not touch gold colored contacts.

b. Place media in anti-static bags

c. Place anti-static bags in paper evidence bags (not plastic)

d. Follow agency procedures for labeling evidence.

V. Other Electronic Devices
A. Digital cameras

B. GPS units

C. Door cameras

D. Crypto coin wallet devices

E. Unknown electronic devices.

VI. Damaged Devices
A. Evidentiary Seizure of these devices
1. Follow normal agency procedures for seizure.

B. Safety / Storage Considerations
1. Devices with Lithium Ion batteries.
2. Devices with cracked glass screens.
VIII. Drones / UAV’s Unmanned Aerial Vehicles
A. Basic Components
1. Propellers
2. Motors
3. Landing gear
4. Frame
5. Flight controller
a. GPS

b. Gyroscope

c. Accelerometer

6. Camera
7. Gimbal Motor / Controller unit
8. Battery
9. Storage media

a. SD or microSD cards.
b. SIM cards

10. Transmitter – The Pilot side of things

B. Drone seizure.
1. Considerations
a. Fingerprints on plastic housing

b. Possible drone modifications that jeopardize your safety.

c. Officer Safety – Drone pilot could still be in area.
· From pilot to drone, maximum distance 3 miles.

2. Seizure steps
a. Glove up

b. Follow Department policy documenting scene.

c. Disconnect battery

d. Document drone information (if visible)

e. If the device is going to be fingerprinted, place in paper evidence bag following Department procedures.
1. Do Not remove visible SD or SIM cards as they will be fingerprinted as well.
f. If device not going to be ‘printed’, remove accessible SD and SIM cards and bag separately.

1. Following Department procedures and methodology mentioned above for SD cards.

g. Place drone in paper evidence bag following Department procedures.
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